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Abstract

The steady growth in the adoption of IoT devices in
various aspects of life poses serious challenges to network
security. Many previous works indicate that botnets form
threats. This is because they can be used to detect and exploit
IoT devices' vulnerabilities to attack them. Those works also,
outline the use of various techniques for detecting botnets. This
paper surveys the use of Deep Learning (DL) techniques for
detecting botnets in the IoT environment. An extensive
literature search was conducted on various online databases,
then findings were filtered by reviewing abstracts, introduction,
and conclusion. A summary for a sample of recent research
papers is presented to simplify future work. This work is
important to assist network security researchers to have an
initial insight on various DL-based detection techniques for
botnets in the IoT environment.

learning in the IoT environment" is presented. The remainder
of this paper is organized as follows: Section 2 defines and
explains Botnets in an IoT. Then, Section 3 defines and
discusses techniques used in anomaly detection in IoT
environment. Afterward, Section 4 summarizes researches
that used Deep Learning as a Botnet detection technique.

II.

A. Definition
The botnet is a term that consists of two words, which are:
Robot and Network. Being a top researched topic, various
definitions were presented through the literature. The
following table summarizes some of these definitions:
TABLE I.

Keywords Network security, Botmaster, Intrusion detection,
Systematic literature review, Data mining

I.

Ref

[1]

INTRODUCTION

Internet of Things IoT is defined by [1] as a network which
connects devices to facilitate information exchange, improve
computational abilities and communication as well as
enhancing sense. It is used to conduct human-to-things and
things-to-things communication.
Security is considered the main challenge for an IoT
environment and it has been a hot topic for around a decade
now. IoT network includes various heterogeneous types of
devices, it may include low-cost ones with no security
measures to protect them. Moreover, most of them save
passwords and credentials by default. Yet, these reasons and
more make IoT devices vulnerable to an attack.
Botnets are an example of the major threats that may be
faced in IoT environment and most security attacks were
botnet-based attacks.
Anomaly detection is one of the popular solutions to catch
security attacks. They are defined as software that is used to
monitor the data flow within a network and capture whether
it includes any unfamiliar or malicious pattern. Basically, it
has been used and studied through the literature on various
kinds of networks and using different algorithms.
This paper will present a survey of botnet detection
techniques using deep learning in an IoT environment.
Starting with botnets definition including stages and
structure. Followed by a discussion on detection techniques
along with a suitable taxonomy for botnet detection in an IoT
environment. Afterward, deep learning techniques are
defined and explained. Finally, a summary of the most recent
studies about 'botnet detection techniques using deep
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BOTNETS

[2]
[3]

[4]

BOTNET DEFINITIONS FROM PREVIOUS STUDIES
Definition

A connected group of computers and devices and
work cooperatively to run malicious activities to
corrupt the victim
Number of infected hosts called bots, which is
controlled by a human operator called Botmaster
System of customized computers controlled
remotely by a botmaster. A botnet can execute
various noxious activities, for example, phishing,
spam messages, Distributed Denial of Service
DDoS, and spreading malicious programming.
A network of infected end-hosts called bots are
controlled by a human who is called botmaster
and used to exploit other hosts vulnerabilities.

B. Botnet Stages
A botnet goes through three main stages as explained by
[2] which can be summarized as follows:
1) Infection: use malware to attack new hosts and recruit
them as new members of the bot. this may be performed
through several methods such as; unreliable downloads,
exploit the vulnerability, untrusted mail. .. etc after being
infected, the host becomes part of BOTNET.
2) Command and Control: once infected the botmaster
communicates with the host via commands.
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3) Malicious Activities: Execution of attacks such as
DDOS, spam, and information theft.

Fig. 1 shows what exactly happens in botnet stages. For
building a botnet, infected devices are highly needed or as
they are called "bots". The more bots you add, the bigger the
botnet becomes, and the higher the impact you get. So, the
size really matters for committing the cyber-crime which is
mainly targeting financial benefit. [6]
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C. Botnet As A Threat
Like worms and viruses, bots are programs that are used
to exploit vulnerable hosts and expand their reach. Afterward,
recruit as much as possible of connected devices. In the
current stage of the IoT environment around us and living in
a world that is described as "computers everywhere" and
these computers are all day connected. This increases the
chance of being attacked. Statistics showed that in 2008,
spam emails were generated by 6 botnets [7]. 16-25% of
computers connected to the internet in 2013 were part of the
botnet [8]. According to Spamhaus Malware Labs, 10,263
botnets hosted on 1,121 different networks in 2018 were
identified and blocked. That is an 8% increase from the
number of botnet C&C in 2017 [9].
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complexity of cyber-attacks helped in changing the tendency
to use deep learning (DL) [15]

III. DETECTION TECHNIQUES
Many researchers had taken botnet detection and monitoring
as a problem that needs extensive investigation. Especially
when IoT environments were introduced and become real-life
situations, increased security and privacy made it even more
important. The field of "Botnet detection" has been studied
thoroughly for the last decade in literature. Researchers have
used different approaches and studied the topic in various
aspects.
Following is the taxonomy of botnet detection techniques
proposed by [10], which shows major specifications used by
researchers to study Botnets.
Based on Fig. 2, a derived criterion to survey botnet
detection techniques is illustrated as shown in Fig. 3.

D. Deep Learning (DL)
DL is defined as a branch of Machine Learning (ML) that
has three types of techniques, namely, supervised, semisupervised and unsupervised learning. DL Uses Multi-Layers
of Artificial Neural Networks (ANN) check Fig. 4, and each
layer has activation functions included which give non-linear
output out of raw input. Usually, the more layers added, the
deeper the model and the higher the performance. The whole
concept is said to be inspired by human brain functionality.
[16, 17]
lnpllt layer

A. Intrusion Detection Systems (IDS)
IDS have been widely studied and within different types
of applications such as networks, clouds, and IoT
environments. Basically, their main goal is to catch any
abnormal data flow and report the managing website. IDS are
categorized into signature-based, anomaly-based, and DNSbased IDSs [11]. The benefits of using IDS may be
summarized to a feature that is included in these systems to
have the ability to save signatures of recognized botnets.
However, the disadvantages are; first, the low refresh rate of a
signature update may result in not detecting anomalies as
required. Second, frequent refresh for the signature repository
is highly needed to be able to detect freshly launched botnets.
[12]

hn

"'"'"' ,.,.

input 1

input 2

output

lnpt113

Fig. 15. ANN Architecture

B. Anomaly Based Detection
IDS work here based on guidelines already saved within
the system. These guidelines help in classifying data into
"normal" or "abnormal" and require further investigation. IDS
is usually used to maintain IoT environment security. This
environment consists of a network of connected devices and
IDS is responsible for analyzing network traffic to catch
attacks and malicious activities. Afterward, in case of a truly
identified attack, a message is sent to the decision-making
system as a warning for action-taking purposes. These IDSs
were categorized in terms of detection technique used into
several groups, such as statistical-based, machine learning,
and data mining-based, rule-based ... etc. [13]

Recently DL has gained attention more than traditional
ML approaches. This is due to being able to learn more
features, reduce the complexity of training models, higher
accuracy, and capability of dealing with huge datasets as
explained in the previous section about the curse of
dimensionality. [18-21]
ANN is considered a useful and applicable approach after
the enhancement of Convolutional Neural Network (CNN)
and Recurrent Neural Network (RNN). CNN is usually used
with multi-dimensional arrays of data as an input to
manipulate their hidden properties and they include three
layers: convolution, pooling, and fully connected layers.
While RNN is used to deal with sequential information and
they get the name recurrent from the fact that they execute the
same function for each element in the sequence and output is
generated depending on the previous computations. [22,23]

C. Data Mining and Machine Learning
In IoT IDS, there is an orientation towards using data
mining and machine learning techniques as [1] stated. Data
mining is well known as the process of extracting knowledge
from enormous data stored in data warehouses and
information repositories. Also, this process is not aiming only
to classify currently stored data efficiently, but also to
generalize rules to classify new data. [14] Nevertheless, IoT
data described as high-dimensional data, and the process of
analyzing it, to detect anomalies, is complex and will require
a massive amount of training data. This was solved by
introducing the Feature selection (FS) process to reduce the
number of features that represent this data, which may be
hundreds to thousands of features. Such numbers may also
affect the classification negatively as they may include noise,
redundant, or unimportant features. This curse of
dimensionality along with other reasons such as the increased
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DL approaches are being applied in a wide range of fields
and topics currently such as e-commerce, image processing,
cybersecurity, speech recognition, language translation, and
sentiment analysis. Nevertheless, cybersecurity and more
specifically anomaly detection will be studied in detail in the
following section.
IV.

METHODOLOGY

This study employed the systematic literature review
guidelines and standards proposed by [24]. This consists of a
set of well-defined stages conducted in line with a predefined
protocol. SLR consists of three phases: planning, conducting,
and reporting the reviews according to [24]. These phases
consist of the following processes: (1) identifying RQs; (2)
developing a review protocol; (3) determining both exclusion
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and inclusion criteria; (4) selecting search strategy and study
process; (5) quality assessment (QA); and (6) extracting and
synthesizing data.

proposed model that used RNN as a DL algorithm it
outperformed other models that applied the same
benchmarked datasets.

A. Identifying Research Questions (RQs)
To achieve the main objectives of this study, we propose
three key research questions:

Another DL botnet detection model was introduced to
achieve zero-day botnet attacks by [34]. The proposed DNN
and feed-forward backpropagation ANN techniques were
found to have the best performance with 99.6% accuracy
when compared with SVM, NB, or backpropagation
algorithms for the same benchmark dataset.

•
•

•

RQ1: What is the designed taxonomy and framework
for Botnet detection techniques in IoT?
RQ2: What are Botnet detection techniques that have
been used in IoT?
RQ3: What are the results of applying DL for Botnet
detection in IoT?

Furthermore, a study by [36] used a hybrid PSO algorithm
along with a voting system called (BD-PSO-V) first to select
outstanding features of detecting botnets. Then, a deep neural
network algorithm, support vector machine (SVM), and
decision tree C4.5 were included in the voting system to
identify and detect botnets effectively. BD-PSO-V simulation
results were promising and registered a performance
improvement in terms of accuracy for both used benchmarked
datasets.

B. Developing a Review Protocol
The review protocol considered a vital step in SLR,
because it decreases study bias and differentiates SLR from
traditional methods of reviewing the literature. Our protocol
categorizes the review background, search strategy,
development of RQs, extraction of data, criteria for study
selection, and data synthesis.

Moreover, a study conducted by [40] discussed the
experiment of using DL RNN and LSTM in botnet detection
then compared the results with ML algorithms, namely; SVM
(Support Vector Machine), LR (Linear Regression), and KNN
(K-Nearest Neighbors) in terms of accuracy for the same
benchmarked dataset. The proposed model results were 99%
accuracy and 100% precision with an effective recall and f1score value of 99.8%. This was proved to be outperforming
SVM, LR, and KNN.

C. Search Strategy
An extensive search was conducted through E-digital
resources and online databases such as Scopus and science
direct and only high-impact-factor publications were selected.
The main keywords includ ed for the search were "botnet
detection techniques, botnet detection using deep learning,
deep learning for IoT botnet detection".

Finally, [41] proposed an ML botnet detection system with
sequential architecture, along with a feature selection
approach to achieve high performance, ML algorithms were
(ANN), J48 decision tree, and Naïve Bayes and detection
performance was 99% as experiments showed.

D. Criteria for Inclusion and Exclusion Articles
After getting results only publications of the years 2018,
2019 and 2020 were selected for the review process and the
rest were excluded. For instance, results registered 49 research
papers published in Scopus for 2020 only and 214 in Science
Direct for the same year and topic. Afterward, a filtration
process is applied by reviewing the title, abstract, and
conclusion to get the most relevant of these found papers and
table 2 summarizes some of the findings sorted by year of
publication. While the next section summarizes a sample of
selected studies published in 2020.

V.

VI.

This paper introduced botnets and detection techniques
taxonomies studied in the literature. Also, derived a taxonomy
that is followed for this survey to focus on detection
techniques used for botnets in the IoT environment.
Furthermore, introduced Deep Learning and reasons for
orienting research recently to it. Moreover, SLR is applied to
specify current stage of Deep Learning techniques exploited
in detecting botnets in IoT. Papers published between 2018
and 2020 were selected for intensive study as discussed in
methodology. As a result, a list of most relevant research
papers proposing DL and applying it in detecting botnets is
summarized in Table 2 including the major information
required about each one. Finally, it was found that various
types of DL algorithms have been applied, improved, and then
studied thoroughly in the literature to solve the problem of
detecting botnets. These DL algorithms were found to record
high accuracy when compared with traditional ML
algorithms.

SUMMARY OF BOTNET DETECTION TECHNIQUES USING
DEEP LEARNING IN THE IOT ENVIRONMENT

Major studies that were conducted in 2020 were, [1]
Presented two-levels DL botnet detection system using DNS
queries. The system can handle big data in real-time. The first
level used Siamese Networks to get the similarity score and
dissimilar s are passed to the second level which used DL for
detection and classification.
While [25] proposed Particle Deep Framework (PDF) for
botnet detection which included three main functions. First,
extract network flow then verify integrity especially for
encrypted networks. Second, optimize DL parameters using
the PSO algorithm. Third, (MLP) neural network is used to
detect and trace abnormal events.
Another study [30] developed a multiclassification
NN based model that focused on aiming at fast training, realtime detection, and higher accuracy. FastGRNN is the

2773-5966 ©2021 NETAPPS

CONCLUSION

28

2773-5966 ©2021 NETAPPS

2020
2020

2020

2020

2020

2020

[34]
[35]

[36]

[37]

[39]

[40]

2020
2020

[41]
[25]

2020

2020

[1]

[32]

2019

[38]

2020

2018
2019

[33]
[24]

[31]

2018

[27]

2020
2020

2018

[26]

[28]
[30]

2018

Year

[23]

Ref

29

Recurrent Neural Network (RNN) and Long Short-Term Memory (LSTM)

BD-PSO-V system, which is a combination of PSO and X-means algorithms and
machine learning methods, i.e. Deep Neural Network, SVMLib, and C4.5 decision
tree
Distributed Convolutional Neural Network (DCNN) and Long-Short Term Memory
(LSTM) network
Recurrent Neural Network (RNN) and Long Short-Term Memory (LSTM)

Feature
Analysis
Classification

Classification

Classification

UNSW-NB15

N_BaIoT

N_BaIoT

ISOT and
Bot-IoT

.....0

Journal

Journal

Journal

Journal

Classification
Classification

ISCX-Bot2014
CTU-13
MCFP
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UNSW_NB15
Kaggle
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Mirai-RGU
IoT

USTC-TFC
2016
DMD-2018

s

Journal
Journal

and

CTU-13 and
ISOT
HogZilla
CICIDS 2017

CTU-13
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CTU

Dataset

"'

Classification

Classification

Classification
Classification

Classification
Classification

Classification

Classification

Classification
Classification

Classification

Classification

Classification

Taxonomy

~

Extreme learning machine (ELM) which has been developed for Single Hidden Layer
Feedforward Neural Networks (SLFNs)
DNN and feed-forward backpropagation ANN
hybrid of LSTM and RNN

Vector Convolutional Neural Network (VCDL)

Self-Organizing Map (SOM)
Fast, accurate, stable, and tiny gated recurrent neural network (FastGRNN)

Artificial Neural Network (ANN)
Particle Swarm Optimizer based Multi-layer Perceptron (MLP) neural network

Siamese neural network (sometimes called Twin NN)

Convolutional Neural Network (CNN)

Multi-layer Perceptron (MLP) neural network
Long Short-Term Memory (LSTM)

Deep Learning Neural Network

LSTM Recurrent Network

combination of convolutional and recurrent neural network

Methodology

Paper Information

SUMMARY OF MOST RELEVANT STUDIES

VJ

Journal

Journal

Conference
Journal

Journal
Journal

Journal

Journal

Conference
Conference

Journal

Journal

Journal

Type

TABLE II.
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Accuracy: 99%

Accuracy:96%, 100%

Accuracy:94.80%

Accuracy:99.2%
Accuracy:99.36%
Precision:97.97%
Recall: 98.86 %
Accuracy:99.88%, 99.64%

Accuracy:99.74%
Precision:99.99%
Recall: 99.75 %
Accuracy:98.67%

Highest accuracy
F1-score:99.99%, 99.04%

Accuracy: 89.9%
F1-score: 91.9%
Accuracy: 99%
Accuracy: 99%

Accuracy: 96%
Precision:99.95%
Recall: 99.97 %
F1-score: 99.91 %
Accuracy: 100%

Accuracy: 99.3%
F-measure: 99.1%
Precision:81.26%,Recall:
99.34%
F1-score: 89.40%
Accuracy: 99%

Performance Measure

[42] Shokri, R. and Shmatikov, V., 2015, October. Privacy-preserving
deep learning. In Proceedings of the 22nd ACM SIGSAC conference
on computer and communications security (pp. 1310-1321).
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