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Abstract— Blockchain has been reported as one of the
technologies that could change the Internet architecture
in the future. By offering better mechanism that increases
trust in the network, it gives possibilities for the future
Internet, Named Data Networking (NDN) to adapt such
mechanism. This paper focuses to look into the potential
trust mechanisms of Blockchain to be adapted in NDN.
Systematic Literature Review (SLR) is used as a
technique to dig into current researches to identify
research that supports the research question. From the
findings, the consensus mechanism has been seen as the
potential mechanism that offers trust in Blockchain.

Keywords—Blockchain, Named Data Networking, trust
mechanism, consensus mechanism

1. INTRODUCTION

The Blockchain has been known to provide better security
and trust throughout the network. The protected database
which is called chain will distribute between the users in the
network. The distributed ledger has made Blockchain to
provide transparent and trusted transaction. Every user in the
chain will have the authority to check and validate the block.
However, the block is not editable and cannot be tampered
without the consensus of another member in the network.

Trust has always been the main concern in network,
especially in Named Data Networking (NDN) environment
where everything is distributed and there is no central
authority that will control the authentication. Thus,
Blockchain has been seen as a suitable mechanism to be
paired with NDN since both are distributed and Blockchain
offers a trust mechanism that can make the network more
secure. Trustless in Blockchain mean a system that can be
trusted rather than the reputation of a central authority.

This paper presents a review of trust in Blockchain
technology by using a systematic literature review (SLR)
method. The review focuses on the trust mechanisms in
Blockchain and NDN. The aim of SLR is not just to answer
and provide evidence to the research question, but also gives
guidelines on how the literature searches can be done
strategically. This paper is organized as follows. Firstly, this
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paper describes the steps used in the Systematic Literature
Review method. Next, the formulation of the research
question takes place and the literature search is done.
Inclusion-exclusion criteria is described in the next section.
Then, quality assessment of the literature searches is done,
and the literature is collected. After that, the data is analyzed
in the next section. Lastly, conclusions and suggestion for this
paper is presented in the last section.

II. METHODS

The review process is a process on how the systematic
literature review is done. There are four processes to be taken.
The process can be seen in Fig 1.

Formulating
research questions

The literature
search

Inclusion-Exclusion %
criteria decisions

//,—-_\\r

Data extraction and
quality assessment

Fig 1. Review process of the systematic literature review.

The review process starts by formulating the research
questions. The research question needs to answer the research
objective and reflect the body of knowledge of the research.
The next step is the literature search that will be based on the
searching process steps. After searching the literature, the
literature



A. Research Question

Research questions are built to answer the aim of the
objectives of this paper. The objective of this paper is to
analyze the trust mechanism in Blockchain technology to be
adapted to the Named Data Networking environment. Thus,
the research question to this objective is,

What is the potential mechanism in Blockchain that can offer
trust in Named Data Networking?

To answer the research question, related articles and
publications from 2015 to 2020 were searched. From the
searched articles, the keywords, research problem and the
objective of the articles are accessed.

B. Search Process

The search process is a process of searching the related
articles from journals, proceedings, and published work.
Electronic databases like ACM Digital Library, IEEE Xplore
Digital Library, SpringerLink and Google Scholar are
contributed in this searching process. Fig 2 shows the steps in
the searching process.

Using primary keyword “User and data
authentication in Named Data Networking”,
“Blockchain in Named Data Networking” and
“Trust in Named Data Networking”.

Phase 1

Phase 2

Select title and suitable research based on the
abstract review and primary keywords.

Search literature based on the synonym keywords,
“user and content verification”, “Blockchain
authentication” or “future Internet trust”.

Phase 3

Phase 4

Review the synonym keywords articles whether it
is suitable or not with the research.

Phase 5

Review whether the selected articles meet the
inclusion-exclusion criteria.

ft e

Phase 6

Final articles are selected.

Fig 2. Searching process step in systematic literature review.

C. Inclusion and Exclusion Criteria

After the searching process has been done, all the
searched articles will be filtered by using inclusion-exclusion
criteria. This process is done to ensure that the searched
articles fulfilled the requirement of the research and suitable
in the area of knowledge. Through the results of the filtered
articles, the research can acknowledge its key study and
deliver a strong solution or suggestion to answer the RQs [1].
The inclusion-exclusion criteria of this research can be seen
in Table I and Table II respectively.

D. Quality Assessment

After the articles and publications being finalized, the
data will be extracted to avoid any bias in determining papers
to be reviewed. Quality assessment of the articles and
publications will be done to each of them to get the
assessment score. The higher the assessment score, the valid
the articles on this research. The quality assessment score is
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rated by Yes=1, Partly=0.5 and No=0. This score is based on
Dyba & Dingsoyr [2], Kitchenham et. al [3] and Shakeel et.
al [4]. The checklist of the score can be seen in Table III.

TABLE L. INCLUSION CRITERIA
INCL# Inclusion Criteria
Major topic to be searched will
focuses on authentication
mechanism, user and data
INCLI authentication, authentication in
NDN, trust in the future Internet,
trust mechanism.
Articles and publications need to
INCL2 have a clear objective, problem
and methods.
TABLEII. EXCLUSION CRITERIA
EXCL# Exclusion Criteria
Articles and publications that did
not focus on authentication
mechanism, user and data
EXCLI authentication, authentication in
NDN, trust in the future Internet,
trust mechanism.
EXCL2 Survey journal.
EXCLA3 Short art1clejs, lect'ure notes, and
not peer-reviewed journals.
TABLE III. ASSESSMENT QUESTIONS AND SCORE FOR QUALITY
ASSESSMENT
Num. |Assessment Questions (QA) Assessment
Score
1 Is the articles or publication is| Yes/No
peer-reviewed or refereed?
2 Do the articles or publications| Yes/Partly/No
clearly state the objectives,
problems and the appropriate
keywords?
3 Is there any experiment being| Yes/Partly/No
done in the research?
4 Is there any data collected from| Yes/Partly/No
the experiment?
5 Is there any data analysis being | Yes/Partly/No
done with parameters/metrics to
evaluate?

E. Data Collection

Table IV shows lists of related publications on users and
data authentication based on the quality assessment score.



III. DATA ANALYSIS

From Table IV, Conti, Hassan & Lal [12] and Hamdane
& Fatmi [24] mark the highest QA scores of 5.0. According
to this score, the highest score means the research is closely
related to this research and fulfill the requirement needed.

TABLEIV. LIST OF PUBLICATIONS BASED ON QUALITY ASSESSMENT
SCORE
Nu |Publications |QA [QA |QA [QA |QA (QA
m 1 2 3 4 5 Scor
e
1L |51 Y T T p Y 45
2. |[6] Y Y P Y Y 4.5 In [12], Conti, Hassan & Lal have suggested an
3 (7] % Y Y P vy 45 authentication protocol that supports Blockchain technology
] 2 . ’ b Y . 0 for mobile distribution called BlockAuth. BlockAuth works
(81 : as producers’ prefix authentication mechanism to guarantee
5 [9] Y P Y P P 35 only legitimate routine updates have the permission to
6. |[0] Y P P v P 35 advertise. Issues arise in the current authentication
mechanism are often related to handoff latency, increasing in
7. (] Yy |b Yo x¥ o I® 4.0 packet loss, signaling overhead and cause insecure
8 [12] Y Y Y Y Y 5.0 connection when handling the network forwarding
information. These issues can be mitigated by using
[13] Y P P Y Y 40 ) : .
Blockchain technology that offers security, privacy and
10. [ [14] Y p Y Y Y 4.5 access control.
1. |[15] Yy [y |y [P |y |45 _ o .
The consensus is one of a promising mechanism offers by
12. [[16] Y Y Y P Y 4.5 BI : gt :
ockchain to ensure trust distribution and transparent
13. |[7] Y P Y Y Y 4.5 transactions to the network. Trust and authentication relate to
4. |7 - P - P - 40 each other. Authentication has been discussed in many
researches and there are many methods that have been
15. | [18] Yy |Y [P P Y |40 introduced by other researchers. However, the authentication
16. 1191 Y P N N N 15 types and requirements differ between them. Table V shows
the difference authentication requirement between
17. | [20] Y P N P P 2.5 . ..
Blockchain and other authentication methods.
18. [ [21] Y P N P P 2.5
19. (221 v P v P v 40 Based on Table V, mutual authentication specifies mutual
decision from participating members on authenticating
20. |[23] Y Y P P Y 4.0 members entering the network. Otherwise, it will become
21. | [18] Y Y N P Y 3.5 one-way authentication if it involves only one party to do the
2. |16) v v v v v S0 authenqcaqon. No additional hardware spec1ﬁe.s the
authentication process does not need any add on devices to
23. |[24] Y Y Y P P 4.0 do the authentication process. Examples of authentication
that need additional devices to do the authentication process
are biometric and token authentication. For the multiple
credentials, it presents several levels in authenticating the
user or data identity and registration. During those levels, the
TABLE IV. AUTHENTICATION METHODS AND REQUIREMENTS user or data will need to introduce themselves and keep the
Password Two-factors | Token Biometric SSL/TLS | CAPTCHAs | Single Karberos | Blockchain
authentication | authentication | authentication | authentication | [35]-[37] | [38], [39] sign-on [43], [44] | [45]-[47]
[25], [26] [27]-[29] [30}-[32] [33], [34] [40]-[42]
Mutual authentication / / / / /
No additional / / / / / /
hardware
Multiple credential / / / /
Registration / / / /
Offline phase / / /
Decentralized /
User to Machine / / / / / / / /
Machine to Machine / / /
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record before the authentication process happens. For the
offline requirement, it will allow the authentication method
to be used without the availability of Internet connectivity.

While decentralized means, there is no central server or
third-party involvement needed to do the authentication
process. User to machine means the authentication process
occurs from the user to the server or central authority.

Meanwhile, machine to machine happen between the
servers and the authentication process will not involve any
human intervention.

IV. RESULTS

From Table V, it is clearly stated that Blockchain offers
more advantages than the other authentication methods.

Blockchain provides a mutual agreement between user to
machine and machine to machine. To do the authentication
process, there are no additional devices require to in order to
accomplish the process and in Blockchain authentication, it
involves multiple credentials from the participating parties in
the consortium before any changes made to the data. The
most essential characteristics of Blockchain is, it is
decentralized which is suitable to the NDN environment. This
brings advantages to Blockchain as it can solve the single
point of failure issues and data tempering issues [48].
Contrary to the existing server-based network, there is no
central authority and third-party authentication needed. Thus,
the security and the privacy of the network will be enhanced
[49].

Blockchain has been a sensational technology considering
its security mechanism and trustworthy service, specifically
at the time of doing the transaction that being documented
through distributed cryptographic protocol [50]. There are
four types in Blockchain which are, permissionless
Blockchain, permissioned  Blockchain, consortium
Blockchain, and private Blockchain. Each type of Blockchain
works differently according to their accessibility and how the
authenticate transaction in the network. The technological
advancement of Blockchain offers more chances, particularly
in the financial sector, notary services, management,
management, insurance, industrial sector, automotive,
healthcare, education, government, foster security, and IoT
[51].

Trust has been highlighted as the strongest mechanism in
Blockchain because of its potential to identify the identity of
the producer and consortium members without knowing the
identity of them. In research by Kim et al. [52], they
highlighted trust between the nodes in Wireless Sensor
Network (WSN) that adapt Blockchain as the mechanism to
increase trust. Another research by Conti et al. [12] has
suggested BlockAuth that act as the authentication
mechanism for producer before they produce any content.
Thus, in this paper, it shows that Blockchain offers a trust
mechanism to the NDN network through its consensus
mechanism. Several researchers also have been adapted
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consensus as their authentication mechanism to increase trust
and security in their network.

V. CONCLUSIONS

As a promising technology that offers valid transaction
agreement of transaction, Blockchain consensus also imposes
trust as one of its advantages [53]. Up until now, a numerous
consensus mechanism has been introduced by the researcher.
Some of them are, Proof-of-Work (PoW), Proof-of-Stake
(PoW), Proof-of-Authority (PoA) and Proof-of-Trust (PoT).
Through this consensus mechanism, trust can be built in the
trustless environment by trusting the structure of the network.
Thus, in the environment of NDN, the trust will be achieved
by authentication of the publisher with is an unknown entity
that publishes the content and later will be kept in the cache.
It is answering the research question that being asked in
Section A which is a consensus mechanism in Blockchain is
the potential mechanism that offers trust in the NDN network.

This paper believes that Blockchain technology is suitable
to be adapted to NDN network. Through the consensus
mechanism in Blockchain, it will increase the trust level in
NDN especially to the producer and the content in the cache.
Thus, this can avoid any consequences and attacks such as
content poisoning and cache pollution attack in the NDN
network. In the future, we will investigate other mechanisms
of Blockchain that can be adapted in the NDN network.
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