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Abstract  Authentication in the Internet of Things (IoT) is vital 
to give legal or legitimate access to an authorized user or device 
to access a resource within the environment. However, 
strengthening and securing authentication schemes in an IoT 
environment is challenging work due to the limitations in the 
devices such as storage and computation. Further, applying the 
conventional authentication schemes on the IoT environment 
may not be able to materialize and cause inefficiency to the 
authentication process as well as the resources. Consequently, 
developers designed many lightweight authentication schemes to 
address the limitations. The plethora of studies regarding this 
topic caused overloaded information in the literature. Hence, 
there is a need for a work that gathers and synthesizes the 
information to facilitate other researchers and developers in 
getting fundamental aspects of it as well as comprehensive 
information on the state-of-the-art of the topic. Hence, this study 
aims at gathering and reviewing existing lightweight 
authentication techniques and mechanisms for the IoT 
environment and identifying an effective method, approach for 
lightweight authentication through a systematic review. 
Primarily, this study aims at reviewing the techniques and 
mechanisms used to achieve a lightweight authentication scheme 
for IoT environments, as well as the methods to evaluate the 
lightweight feature of the schemes. The review presented in this 
study could assist researchers and developers in understanding 
the topic from its fundamental aspects and current 
developments. 

Index Terms  authentication schemes, authentication, 
lightweight cryptography, encryption algorithms 

I. INTRODUCTION 

An authentication scheme is a method for authenticating 
and verifying the identity of individual users, devices, or 
requests made to access a resource. There are different types 
of authentication available for different demands, factors, or 
purposes. There are three-factor groups that affect or are utilize 
for authentication purposes [1]. The first is the Knowledge 
factor, which is something the user knows, like a password. 
Second, the Ownership factor is something the user has; like 
smartcards and smartphones. Third, the biometric factor is 
what the user is; like behavior pattern, facial, and fingerprint. 
Based on the three-factor groups, there are two categories of 
schemes named single- and multi-factor authentication 
schemes [1], [2]. Many authentication techniques and methods 
like text passwords or graphical passwords, smart cards, 
biometrics, social network credentials, and location-based 
have been used in the IoT environment [3]. SFA uses a single 
authentication method or techniques to authorize users or 
devices within the environment; while multi-factor 
authentication is the combination of any single-factor 
authentication techniques [4].   

The limitations of IoT devices mainly of storage and 
computation power, have established a lightweight 
authentication research area, and it has been in existence for 
years now. In 2010, Cheikhrouhou et al. [5] designed an 
authentication scheme for wireless sensor networks (WSN) 
with a lightweight feature. The scheme allows a mobile user 
authentication before gaining access to the WSN. Then, He 
and Chan [6] implemented an authentication scheme with 
anonymity that is claimed to be secure and lightweight. It 
made use of low-cost functions such as one-way hash 
functions and exclusive-OR (XOR) operations, which made it 
suitable for mobile devices that have limited power to operate 
[7]. These are some examples of works on lightweight 
authentication schemes available in the literature. A quick 
search on Google scholar using the tweight 

keyword with parentheses returned 1080 documents (as of 
October 2020). It demonstrates that the topic is growing with 
many studies are contributed and added to the literature and 
academic databases. The plethora of studies regarding this 
topic caused overloaded information in the literature which 
may cause a delay in searching and synthesizing relevant and 
necessary information about the topic. It is true, especially for 
new researchers and developers in the area of the 
authentication scheme in the IoT environment. Thus, there is a 
need to simplify the searching process by providing a review 
that covers the fundamental aspects of the topic. 

In this article, a study of the lightweight authentication 
scheme was done to understand the development in the area, 
especially the techniques that have been used to achieve the 
lightweight feature in the scheme. The study also intends to 
explore the approach and method to measure the efficiency of 
lightweight techniques. This study adopted a systematic 
review as the primary methodology for obtaining the results. 
A detailed review of the existing lightweight authentication 
schemes was further conducted and reported in this article. The 
remaining of this article is organized as follows. Section II 
explains the methodology and planning. In Section III, the 
result and comparison of the lightweight authentication, 
whereas discussion of the findings are presented in Section IV, 
while Section V provides the conclusions of the article. 

II. THE METHODOLOGY  

This study conducted a systematic review to survey the 
existing works and developments in lightweight authentication 
schemes in the IoT environment. Kitchenham [8] designed a 
systematic review process intending to summarise the existing 
evidence on a specific topic or to identify gaps in the existing 
studies, as well as providing a background to position a new 
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research activity. Initially, the methodology is intended for the 
software engineering field; however, it has been widely 
adopted and applied in many review studies of various fields 
[9], [10]. Error! Reference source not found. shows the 
process applied in this review.  

 
Fig. 1. The generic process of the systematic review [9], [10]. 

The first step is to carry the planning of the review, which 
identifies the needs for the review and development of the 
review protocol. Then, the next step is conducting the review. 
This step involved identifying the relevant research or studies, 
pick the primary studies, perform a quality assessment of the 
selected studies, extract the data from the study, and synthesize 
the data. The final step involved reporting the findings of the 
review. In conducting the study, the following research 
questions (RQ) were developed to establish the investigation: 

RQ1-What are the techniques and mechanisms used to achieve 
a lightweight authentication scheme for an IoT environment? 

RQ2-How to measure the efficiency of the lightweight 
authentication scheme for IoT environment? 

RQ3-What are methods to evaluate lightweight authentication 
schemes for IoT?  

Many scholarly databases were engaged in the study, such 
as Scopus, Science Direct, IEEE Explore, Springer, and 
Google Scholar. Error! Reference source not found. defines 
the strategy and technique used to perform searches from the 
databases. The search involved many terms such as 
lightweight (L), authentication (A), internet of things (IoT), 
environment (E), a user (U), framework (F), multi-factor 
(MF), device (D), and the combination (C) of the terms. A 
reference manager was used to manage the downloaded 
reports and articles from the databases. 

TABLE I.  SEARCH STRATEGY FOR THE REVIEW 

Terms L:  
lightweight 
A: 
authentication 
U: user 

IoT: Internet 
of things 
E: 
environment 
F: 
framework 

D: 
device 
MF: 
Multi-
factor 
 

Combinations C1: L + A + IoT 
C2: L + U + A + IoT + (F or E)  
C3: L + U + MF + A + IoT + (D or F) 
C4: IoT + U + A + L + F 

 

The study performed a partial review to obtain potential 
and useful articles for the review. The articles were judge base 
on their abstract and conclusion, and once an article is 
considered suitable, a critical review follows by extracting its 
methods and analyzing its results. 

III. ANALYSIS 

This section presents the outcomes of the review, which 
have been organized based on the three RQs specified in the 
previous section.  

A. Lightweight authentication techniques and mechanisms 

Lightweight authentications emerge to bridge the 
limitations found in the IoT devices. Researchers have adopted 
many approaches to achieve a lightweight authentication 
scheme. For example,  researchers adopted Elliptic-curve 
cryptography (ECC) as a key exchange mechanism between 
authenticating devices to achieve lightweight [11]. Yao, Chen, 
and Tian [12] achieved a lightweight authentication scheme by 
using a no-pairing attribute-based encryption (ABE) scheme 
based on ECC. The scheme is based on the Elliptic-curve 
Diffie Hellman (ECDH) assumption instead of the bilinear 
Diffie-Hellman assumption. A key generation method using 
ECC encryption was applied to develop a group authentication 
protocol based on a non-pairing certificates authentication 
protocol (COP) [13]. Provision of low computation cost, 
storage cost, and protection of attack was achieved by using 
ECC and Lamport OTP (LOTP) algorithm, as this algorithm 
uses a smaller key size and lesser infrastructure [14].  

 A group-based authentication technique and encrypted 
with ECC was implemented to achieve lightweight 
authentication. This method allows the sensor nodes in WSN 
to establish one authentication key to the group-based node, 
which frequently authenticates the base station. Thus, it 
reduces the number of iterations which consequently 
improving the energy consumption with an appropriate 
security level for the exchange of the authentication key [15]. 
Almulhim and Zaman [15] implemented a three-factor 
authentication scheme (i.e., password, smart card, and 
biometric) on a multi-server environment using ECC. This 
research made use of Burrows Abadi Needham (BAN) logic 
in proving the accuracy of the mutual authentication and 
session key agreement security [16] [18]. Naoui et al. [19] 
adopted ECC to lighten the computation cost and password 
security at the sensor node, which secures the communication 
between the node and gateway name home energy manager. 
The scheme was evaluated using the Scyther tool, which 
showed the effectiveness of the solution for IoT devices. 

Rao and Prema [20] implemented a research technique that 
modified ECC to an ECC-based digital signature algorithm 
(ECDSA). The approach focuses on providing authentication 
of devices to servers. The study considered signature 
generation time, verification, and hashing time methods. The 
evaluation of the proposed scheme on Raspberry-Pi 3 
demonstrated that it outperformed the traditional BLAKE2b. 
Adhikari and Ray [21] proposed an SFA based on ECC, and 
the analysis of this approach shows resistance to various 
relevant cryptographic attacks. In providing mutual 
authentication, Griffin [22] and Sharma and Kalra [23] used 
the Diffie-Hellman key exchange (DHKE) algorithm. BAN 
logic and random oracle model were used in the security 
analysis of the proposed scheme.  The result confirms that the 
scheme is resilient to security attacks. Further analysis was 
done using an automated tool named the automated validation 
of internet security protocol and applications (AVISPA), 
which confirms its robustness against multiple security 
attacks.  



 

   

Qiu, Xu, and Ahmad [24] presented a two-factor 
authentication scheme using a key agreement protocol with 
ECC for a dynamic identity. Based on the dynamic approach 
of this study, it is robust against various attacks with more 
security protection. The analysis conducted shows that the 
scheme is resistant against active and passive attacks, which 
was proven using the Dolev-Yao model and BAN logic. 
Further verification was done using AVISPA, and it proves its 
security against attacks. Kou et al. [25] proposed a one-way 
hashing function with XOR operation for a three-factor 
authentication. The proposed authentication protocol used a 
password, smart card, and fingerprint, which fulfills the 
mutual authentication between users, gateway nodes, and 
sensor nodes. The evaluation of the scheme demonstrated that 
it is reliable in protecting the information against security 
attacks. Mir et al. [26] and Dhillon and Kalra [27] presented 
the use of XOR as a key-encryption algorithm to overcome the 
issue of security, computation cost. This approach was proven 
using oracle and BAN logic. The researchers went further to 
perform formal security analysis using AVISPA, which 
showed that the proposed scheme was secured [28]. 

Dhillon and Kalra [29] and Jiang et al. [30] proposed ECC-
based multi-factor authentication schemes that are secure 
against active and passive attacks, especially main-in-middle 
attacks. The studies compared the security features and their 
performance, which proves that the schemes are robust against 
security attacks and at the same time achieves efficient session 
key agreement [13], [29]. The use of an unclonable function 
(PUF) and XOR operations provides efficient computation, 
communication, and storage costs as well as security for a 
WSN environment [31], [32].  

Khemissa and Tandjaoui [33] and Mahmood and Ning [7] 
proposed a single-factor authentication scheme based on 
keyed-hash message authentication (HMAC) and nonces. The 
proposed scheme achieved an authentication approach with 
less energy consumption and good security performance. The 

security analysis showed that the scheme saves energy and 
resistant to different types of attacks. Challa et al. [16] and 
Tewari and Gupta [34] proposed the use of ECC to secure 
three-factor authentication and key agreement protocol [35]. 
The scheme is proven to be secure through formal security 
analysis under the real-or-random (ROR) model and BAN 
logic. A simulation was carried using the AVISPA tool, which 
shows the scheme is secure, and low communication and 
computation cost. Gupta et al. [36] proposed a simple XOR 
and one-way cryptographic hash function to provide security 
and maintain equilibrium between its efficiency and 
communication cost. The proposed protocol was evaluated 
using BAN logic and informal security analysis with AVISPA 
[37], [38]. Dammak et al. [39] proposed the token-based 
lightweight user authentication for IoT devices to enhance the 
robustness of authentication. The proposed approach made use 
of XOR and hash function algorithm. A formal verification 
was done using the AVISPA tool, which demonstrated the 
robustness of the proposed scheme, including the token and 
perfect forward secrecy. Yao et al. [40] designed a multicast 
authentication mechanism using a one-way accumulator to 
achieve lightweight authentication in small-size IoT 
applications.  

In general, nine techniques can be used to achieve a lightweight 
authentication scheme in the IoT environment. Those techniques are 
ECC, ABE, LOTP, ECDSA, XOR, PUF, HMAC, DHKE, and COP. 
We analyze the occurrence of those techniques in thirty-eight 
studies. We found that ECC and XOR are the two techniques that are 
frequently used in authentication schemes. Hash functions are also 
frequently used in lightweight authentication schemes.  

Studies and their lightweight techniques 

II presents a summary of the techniques and mechanisms 
that the studies have used to achieve a lightweight 
authentication scheme. 

 

TABLE II.  STUDIES AND THEIR LIGHTWEIGHT TECHNIQUES 

Num. Studies 
Techniques for lightweight 

ECC ABE LOTP ECDSA XOR PUF HMAC DHKE COP 
1. Mahmood 

and Ning 
(2016) [7] 

         

2. Kumari et al. 
(2018) [11] 

         

3. Yao, Chen, 
and Tian 

(2015) [12]  

         

4. Shen et al. 
(2018) [13] 

         

5. Shivraji et al. 
(2015) [14] 

         

6. Almulhim 
and Zaman 
(2018) [15] 

         

7. Challa et al. 
(2018) [16] 

         

8. Chandrakar 
and Om 

(2017) [17] 

         

9. Lu et al. 
(2015) [18] 

         



 

   

10. Rao and 
Prema (2019) 

[20] 

         

11. Adhikari and 
Ray (2019) 

[21] 

         

12. Griffin 
(2015) [22] 

         

13. Sharma and 
Kalra (2019) 

[23] 

         

14. Qiu, Xu, and 
Ahmad 

(2019) [24] 

         

15. Kou et al. 
(2019) [25] 

         

16. Mir et al. 
(2015) [26] 

         

17. Dhillon and 
Kalra (2017) 

[27] 

         

18. Al Imran and 
Mridha 

(2017) [28] 

         

19. Dhillon and 
Kalra (2019) 

[29] 

         

20. Jiang et al. 
(2017) [30] 

         

21. Gope and 
Sikdar (2019) 

[31] 

         

22. Tewari and 
Gupta (2017) 

[32] 

         

23. Khemissa and 
Tandaoui 

(2016) [33] 

         

24. Tewari and 
Gupta (2017) 

[34] 

         

25. Mohammedi, 
Omar, and 

Bouabdahhah 
(2018) [35] 

         

26. Gupta et al. 
(2019) [36] 

         

27. Chatterjee et 
al. (2018) 

[37] 

         

28. Xie, Tang, 
and Chen 

(2017) [38] 

         

29. Danmak et al. 
(2019) [39] 

         

30. Roy, 
Chatterjee, 

and 
Mahapatra 
(2018) [41] 

         

31. Dharminder 
et al. (2020) 

[42] 

         

32. Zhu et al. 
(2020) [43] 

         

33. Wang, An, 
and Chnag 
(2020) [44] 

         

34. Lara et al. 
(2020) [45] 

         



 

   

35. Nikooghadam 
and 

Amintoosi 
(2020) [46] 

         

36. Fotouhi et al. 
(2020) [47] 

         

37. Muhsin and 
Yassin (2020) 

[48] 

         

38. Wu et al. 
(2020) [49] 

         

B. Measuring the efficiency of lightweight authentication 

The previous section has presented the techniques and 
mechanisms to achieve a lightweight authentication scheme. 
This study further analyses the approaches that have been used 
in measuring the efficiency of lightweight schemes. The 
efficiency approaches in measuring the efficiency include 
security (S), low storage (LS), and low computation cost 
(LCC) [7], [19], [20], [29], [50] [52]. Security in a lightweight 
authentication scheme signifies the trust in the authentication 
scheme, and the question is always, how secure is the 
authentication scheme to prevent intrusion of attack. 
Achieving adequate security measures, low storage, and low 
computation cost are dependent on the lightweight 
authentication techniques adopted [53], [54]. Due to resource 
constraints, the main focus of IoT devices is the 
implementation of techniques that utilizes LS, LCC, and 
handles security [55].  

Rao and Prema [20] verified the security efficiency of 
lightweight authentication by implementing a modified 
BLAKE2b hashing algorithm with an ECDSA scheme. This 
technique demonstrated improvement in signature generation 
time by 0.7% to 1.91% and the verification time by 7.67% to 
9.13%. It was also robust against the man-in-the-middle attack 
and distributed denial of services. Shivraj et al. [14] designed 
a one-time-password (OTP)-based security scheme for 
authenticating various IoT devices. It used a lightweight 
identity-based E
implementing a two-factor authentication scheme. The 
evaluation revealed that the proposed scheme outperformed 
the existing OTP algorithms.  

In general, an authentication scheme comprises four phases 
[11], [56] [58] namely:  

i. The initialization- It is the process it takes for each node, 
gateway, and server to establish communication. The 
exchange of keys in this process determines the level of 
security, communication cost, and computation cost the 
authentication scheme achieves [59].  

ii. Registration- The authentication scheme uses an 
encryption algorithm to create a secure channel for the 
registration of user authentication details [58], [60], [61].  

iii. Login- The use of the authentication mechanism such as 
password, username, smartcard, and biometric (just to 
name a few) to access an IoT system or environment [62].  

iv. Authentication and key agreement- This stage initiates the 
key encryption agreement to achieve a high-security level 
for a lightweight authentication with low computation, and 
communication costs, as well as utilizes low storage space 
[63] [65].   

Roy et al. [66], implemented a smart card-based three-
factor authentication engaging hash and XOR function. The 
authentication scheme provided user anonymity and light 
storage in the server. To achieve low storage, the researchers 
made use of XOR as it allows light storage in the server. An 
informal verification done with ProVerif shows that the 
scheme achieved low storage. Almulhim and Zaman [15] 
defined low computation cost as a reduction of energy usage 
between the nodes in the IoT environment. The research made 
use of the ECC technique and integrated a group of nodes 
between the sensor nodes and servers to reduce the 
computation cost. This research outlines a result which shows 
the number of sensor node during communication adds to the 
level of computation cost, by integrating a group node between 
the sensor nodes and server, the computation cost was reduced. 
Error! Reference source not found. shows the summary and 
comparison of the efficiency of lightweight authentication. 
The table compared four studies in the aspect of 
Communication cost, Low computation cost, and low storage.  

Gope and Sikdar [31], implemented a lightweight 
authentication scheme using XOR and PUF techniques. The 
use of mutual authentication between devices was carried out, 
and this authentication was verified using BAN logic and 
AVISP [67] implemented a scheme to 
authenticate users, sensors, and gateways mutually. The study 
made use of the XOR encryption technique to achieve a secure 
and lightweight authentication system. Das et al. [68] made use 
of ROR and XOR for mutual authentication between wearable 
devices and a mobile terminal. Chang and Le [69], integrated 
XOR, and ECC encryption technique to achieve lightweight 
authentication. The performance of the authentication scheme 
was verified using AVISPA. The study applied smart card and 
node capture as its authentication factor. Error! Reference 
source not found. summarises the analysis. 

TABLE III.  COMPARISON OF THE EFFECTIVENESS OF LIGHTWEIGHT 

AUTHENTICATION 

Studies  Technique CC 
(bytes) 

LCC 
(ms) 

LS 
(bits) 

Gope and 
Sikdar 

(2019) [31] 

XOR and 
PUF 

32 6.34 Nil 

Das et al. 
(2018) [68]  

ROR and 
XOR 

35 8.22 256 

Turkanovic, 
Brumen, 
and Holbl 

(2014) [67] 

XOR 35 8.22 256 

Chang and 
Le (2016) 

[69] 

XOR and 
Hash 

function 

51 40.53 378 

 

The studies in Table II were further analyzed for 
information on their efficiency measures. The studies that have 



 

   

the efficiency measures were synthesized to see the pattern of 
occurrences for the measures. Some of the studies combined 
multiple measures, while some other studies only included a 
single measure for the efficiency of the authentication 
schemes. Security is the primary measure that most 
authentication schemes have. The low computation cost 
further follows it. The limited number of studies focused on 
measuring the authentication scheme from the aspect of low 
storage. Some studies have no information about the efficiency 
measures; hence they were not counted and included in the 
analysis. Error! Reference source not found. presents 
elements adopted to achieve an efficient authentication scheme 
and Error! Reference source not found. presents the 
frequency of the efficiency measures for the lightweight 
authentication schemes based on the techniques and number of 
the techniques that have been implemented in the selected 
studies. 

TABLE IV.  LIGHTWEIGHT AUTHENTICATION EFFICIENCY 

Techniques S LS LCC 
XOR 6 3 6 
LOTP 1  1 

HMAC 2 1 2 
ECC 15 5 6 
ABE 1 1 1 

DHKE 2  2 
ECDSA 1  1 

PUF 1  1 
COP 1  1 

TOTAL 30 10 21 

 

 
Fig. 2. Lightweight authentication efficiency 

C. Evaluation methods for lightweight authentication 

In analyzing the results of RQ3, this review found that 
three primary methods have been applied to evaluate 
lightweight authentication schemes. Those methods are BAN 
logic, AVISPA, and ROR. BAN logic is used to a set of rules 
to define and analyze the exchange of information in an 
authentication scheme. It helps to determine whether the 
information exchanged during the authentication process is 
secured and trustworthy [26]. The method has also been used 
to prove the completeness and trustworthiness of many 
lightweight authentication protocols [16], [18], [36], [37]. 
AVISPA is an automated tool for verifying authentication 
schemes and the security analysis of internet-based protocols 

and applications [26], [27], [36], [70], [71]. On the other hand, 
ROR is a function that replaces cryptographic hash functions 
used in authentication schemes. It uses random assumptions in 
the hash function of the scheme to prove that a system or 
protocol is secure [72] [74]. Error! Reference source not 
found. summarised the number of studies from Table II that 
utilized the three evaluation methods. Some studies used more 
than one method to evaluate the schemes.  

TABLE V.  AUTHENTICATION SCHEMES EVALUATION METHODS 

Evaluation Methods 
BAN logic AVISPA ROR 

19 23 1 

IV. DISCUSSION AND CONCLUSION 

 The review presented in this study attempts to reveal the 
techniques and mechanisms in authentication schemes for 
achieving a lightweight feature within an IoT environment. 
The review listed nine techniques including elliptic-curve 
cryptography, attribute-based encryption, Lamport one-time-
password, elliptic-curve cryptography-based digital signature 
algorithm, exclusive-OR, unclonable function, hash message 
authentication, Diffie-Hellman key exchange, and certificates 
authentication protocol. Further, the study also found the three 
standard measures for evaluating the efficiency of lightweight 
authentication schemes namely security, low storage, and low 
computation costs. Further, the study also revealed that 
AVISPA had been used as the primary tool for verifying the 
protocol of the respective authentication schemes. BAN logic 
was also used as a technique to evaluate authentication 
schemes in the IoT environment. 

This study managed to review the techniques and 
mechanisms to achieve lightweight authentication schemes for 
the IoT environment. However, the study does not explicitly 
classify the cryptographic approach that the scheme used and 
the purpose of the techniques such as symmetric encryption, 
asymmetric encryption as well as the purpose of using the 
cryptographic techniques. Therefore, there is an opportunity to 
critically study the purpose of the cryptographic technique in 
the authentication scheme such as securing the user credential, 
protecting the privacy of the users, and the device checking the 
authenticity of the message. 
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