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Abstract - A decentralized computer architecture that 
processes and stores data between source and cloud storage is 
Fog Computing. The current concept of fog computing attracts 
many researchers because it brings cloud services closer to the 
end user. Among all the other problems prevalent in fog 
computing is the security threat which is one of the big 
challenges in fog computing. The purpose of this study is to 
obtain an overview of the fog computing model architecture, to 
compare performance with the Cloud Computing model and 
security threats. Therefore, the authors have conducted a 
systematic literature review (SLR) on the issue of security 
threats in fog computing scenarios in a structured approach to 
understanding haze understanding. Initially, the usual security 
threat issues are identified through in-depth surveys and then 
the literature becomes available to support the systematic 
analysis of the study. This SLR reveals that the security threat 
to fog computing is being carried out by researchers around the 
world. However, the approach related to the fog environment is 
still lacking in the method of security threat aspects. Most 
researchers prioritize safety aspects in consideration of fog 
levels. there is still a need to address the threat of fog computing 
security as an area of serious concern. The aim of this study is 
to show a systematic review of the latest studies on architecture, 
threats, presented by Fog Computing. As such, it provides an 
overview of the relationships and challenges of this new 
technology. The results of this study will provide a clear and 
comprehensive difference between fog computing and cloud 
computing that is being explored and still requires the attention 
of researchers. 
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I. INTROUCTION 

A decentralized computer architecture that processes and 
stores data between source and cloud storage is Fog 
Computing [1][2]. The concept of fog computing's potential 
currently attracts many researchers as it brings cloud services 
closer to the end user. Cisco describe it as the fog computing 
is used as a cloud-based extension from the heart to the edge 
of the network [1][3][4]. Fog computing is known as fogging 

which is defined as decentralized computing infrastructure 
[5]. This system is vulnerable to cyber-attack or data loss, part 
of the problem can be solved with hybrid help in analyzing 
network security[6]. 

The modern Fog Computing (FC) technology offers a 
wireless and embedded distributed local computing platform. 
Other advantages include effective, quick and inexpensive 
scaling and pooling of local contents and resources, Fog 
computing offers many [7].  

Fig. 3. Taxonomy Security Issues in Fog Computing 

Fog computing has many applications [8].Protection is 
significantly improved as encrypted data travels into the 
center of the network [9]. Then, the information passes 
through firewalls and other security points as it gets closer. 
Along with all the advantages provided by fog computing, 
there are many security issues that can affect modern 
technology, data security , data theft, and performance [10]. 

 



 

 

Fig. 1 demonstrates the taxonomy of security issues from 
different threats and security issues affecting fog computing. 
The key security concerns the authentication, confidentiality, 
privacy and availability of information, as these mechanisms 
help to maintain control of access for designated individuals 
or entities[11].  

The safety factor is one of the considerations to be taken 
when talking about fog, such as data protection, which can 
present numerous problems. Unfortunately, security in fog 
computing has not been systematically identified. Research 
on fog computing safety is still in its infancy [12].  

 
Research begins with the taxonomy of fog computing, 

followed by architecture and features of fog computing. this 
research presents security and explores security in fog 
computing. 

II. METHODOLOGY 

 An analytical approach to gathering knowledge, this 
technique uses an interpretive perspective. Various case 
studies are drawn from academic papers, most of these 
studies offer an overview of the comparison of fog 
computing, architecture, characteristics, benefits, and threats 
of fog computing. The research method consists of collecting 
contextual knowledge through systematic literature analysis. 
Therefore, the authors chose to undertake a systematic 
literature review in an attempt to achieve an outline on fog 
computing. 
 
A. Data Search Strategy  

 

 The main purpose of this search is to produce good 
literature in conducting surveys to support this research. In 
the context of this research, the types of publications 
considered are journal articles, books, conference papers. 
Studies relevant to fog computing were searched using 
keyword combinations. Publications are searchable based on 
a database of repositories that include Google Scholar 
(https://scholar.google.com/), ScienceDirect  
(https://www.sciencedirect.com/), Institute of Electrical and 
Electronics Engineers (IEEE) Xplore Digital Library 
(https://ieeexplore.ieee.org/), Computer Society Digital 
Library (CSDL) (https://www.computer.org/csdl/home), 
Springer Link (https://link.springer.com/), ACM Digital 
Library (https://dl.acm.org/) , MDPI 
(https://www.mdpi.com/)  and Sultanah Bahiyah Libraries 
(https://library.uum.edu.my/). 
 
 Fog Computing, Stability, Design, Functionality, 
Compare, and Problems are the list of keywords used to 
identify the search string. Two Boolean AND and OR 
operators are used to interlink keywords together to create the 
final search phrase. For the very same text, quotation marks 

ing + security fog computing + 
fog computing comparison + fog computing characteristics. 
The keywords above are searched through the Science Direct 
database (https://www.sciencedirect.com/),Springer Link 

(https://link.springer.com/), ACM Digital Library 
(https://dl.acm.org/)  , MDPI (https://www.mdpi.com/). 
 
B. Article Selection Strategy 

 

 The initial step of the search includes the use of the search 
string described in the above step to select literature. Where 
to filter the literature by choosing the title and the 
accompanying keywords. Then pick the title and abstract 
collection. The basis for the selection of a specific research 
article in relation to the proposed research work must be 
determined in advance, in order to remove uncertainty during 
the selection process. The authors therefore considered in 
Table I the criteria used for inclusion and exclusion: 

TABEL I. INCLUSION AND EXCLUSION CRITERIA  

Inclusion criteria 
 

Exclusion criteria 
 

1. Papers that explicitly 
discuss Fog Computing. 

2. Papers that present a 
comparison of Cloud and 
Fog Computing. 

3. Papers that discuss the 
architecture and 
characteristics of fog 
computing. 

2. 4. Papers that are focused 
on presenting security 
challenges in fog 
computing. 

1. Papers not related to fog 
computing 

2. 2. Unreachable papers 

 
C. Research Questions 

 

 Researchers have discussed various issues related to fog 
computing, security in and through fog computing, 
etc.[13][14][15]. Based on the discussion above, the 
researcher describes several questions in table II as follows 
in supporting and conducting a systematic review of this 
research. 

TABEL II. RESEARCH QUESTIONS AND CORRESPONDING OBJECTIVES  

Research questions Research objectives 
What is the difference and 
comparison between cloud 
computing and fog computing? 

To gain insight into comparisons 
on cloud computing and fog 
computing. 

What is the description of the 
architecture of the fog computing 
infrastructure? 

To get an overview of the 
architectural infrastructure of fog 
computing 

How to determine the 
characteristics of fog computing? 

To identify the characteristics 
present in fog computing 

How is the security in fog 
computing and the proposed 
solutions for fog computing? 

To identify security in fog 
computing and offer good security 
solutions in fog computing 

 

III. COMPARISON BETWEEN CLOUD COMPUTING & FOG 

COMPUTING 

The researcher compares the two models in this section to 
see similarities and distinctions and addresses some of the 
issues inherent in the Cloud paradigm so that the Fog 
paradigm can be solved or at least minimized. Fog computing 
is a distributed computer system in which data is logically 
stored between the cloud and the data source, known as fog 



 

 

networking. Fog is separate from cloud computing. A Cloud 
is a centralized framework that represents multiple internet 
users while the fog is a distributed computing structure, 
which operates between remote and hardware as an 
intermediate unit. Data that can be sent to the cloud and 
handled locally is controlled by Fog computing. The theory 
of Fog Computing is somewhat close to that of cloud 
computing. But the following few parameters demonstrate 
the difference between these two similar definitions. The 
comparison of cloud and fog computing is summarized in 
Table III. 

TABEL III. COMPARISON TABLE OF FOG COMPUTING & CLOUD COMPUTING 

[16] 

Parameters Fog Computing Cloud Computing 
Server nodes 
Location 

At the edge of the 
network 

Within the Internet 
 

Client and Server 
Distance 

Single/Multiple 
hops 

Multiple hops 
 

Vulnerability Very low 
probability 

High Probability 
 

Kind of last mile 
connectivity 

Wireless 
 

Leased line 
 

Proximity High Low 
Deployment 
 

Dynamic, 
opportunistic 

Fixed, static 
 

 
Goal 

Enhance 
proficiency and 

execution of 
process that 

should be 
transporte
d to the 

cloud for 
handling, 
investigati

on and 
storage 

Give a request of 
greatness change in 

the practical, 
powerful 

provisioning of IT 
administrations 

Computational 
focuses 

Fog operates on 
network edge 

Data and applications 
are processed in 

the Cloud 
Abstraction Level High High 

scalability Degree High High 
Support of 
Multitask 

Yes Yes 

Level Transparency High High 
Run time Real time 

services 
Real time services 

Type of Requests Lots of High 
allocation 

Lots of small 
allocation 

Allocation unit All shapes and 
sizes (wide 
&narrow) 

All shapes and sizes 
(wide &narrow) 

Level of 
Virtualization 

Vital Vital 

Accessible type IP IP 
Transmission Device to device Device to Cloud 

Security Possible, 
determined 

Undefined 

Infrastructure Flexible 3 models (PaaS, IaaS, 
SaaS) 

Support of 
Operating System 

hypervisor 
virtualization 

A hypervisor (VM) on 
which 

multiple OSs run 
Ownership Multiple Single 

Service negotiation SLA based SLA based 

Support of User 
management 

Centralized Centralized or can be 
delegated to third 

party 
Resource Centralized Centralized/Distribute

management d 
Allocation/Scheduli

ng 
Centralized decentralized/centraliz

ed 
Interoperability Interoperability 

between 
heterogeneous 

resources. 

Web Services (SOAP 
and REST) 

Failure 
management 

rescheduling of 
failed tasks 

Strong (VMs can be 
easily migrated 

from one node to 
other) 

Service price Utility pricing 
and Pay per use 

as go 

Utility pricing, 
discounted for larger 

customers 

Type of service CPU, network, 
memory, 

bandwidth, 
device, storage 

IaaS, PaaS, SaaS, 
Everything as a 

service 

Example of real 
world 

Significant Fog 
applications 

involve real-time 
interactions 

rather than 228 
batch 

processing. 

Amazon Web Service 
(AWS), Google 

apps 

Response Time Low High 

Critical object Service Service 
Number of users Unlimited Unlimited 

Resource Unlimited Unlimited 
Future Next Generation 

of Internet and 
computing 

Fog Computing 

 
 Comparison table III reveals that for Fog and the cloud, 
few criteria are similar for mobile connectivity, virtualisation, 
multitasking, openness, service negotiations, vital object, 
number of support users and services offered [17]. In contrast 
to cloud computing, Fog computing delivers a solution within 
a limited span of time, but the cloud takes high. The other 
criteria Fog computing gives better advantage. Other than 
cloud storage [18][19], are other parameter categories, such 
as request sort, delivery, protection, user management, 
management of resources, scheduling, interoperability, 
malfunction management and service pricing. 

 

IV. ARCHITECTURE & CHARACTERISTICS OF FOG COMPUTING 

 The following pages have described several architectures 
for Fog Computing: 

A. Specific Architecture of Fog Computing 

The generic architecture of Fog Computing consists of the 
following elements: 
1) IoT Endpoints: which contain end devices 

including sensors, gateways, edge devices, and 
other physical items, which execute the necessary 
features and supply end device-installed 
applications [20]. This is a data storage unit. The 
IoT endpoint gathers data from other users and 
processes those data in real-time in the data 
processing unit for the IP network. For more 
analysis, the remaining data is processed in the 
cloud. 

2) IP (Internet Protocol) Network: provides 
distributed intelligence to collect the data from and 



 

 

in the Cloud system connected to IoT Endpoint 
devices (e.g. sensors) in order to transfer the 
requisite data for possible storage and processing 
purposes. Its key objective is to create a contact 
relation. IP networks use distributed intelligence, 
for instance big data mining, to promote 
intelligence representation [21]. Distributed 
knowledge is viewed as an effective analytical tool 
that offers an effective interpretation of what 
individuals should do and how objects, instruments 
and the sociotechnical system can be built and 
measured to inspire human beings. 

3) Central Control and Media Unit: It is a computer-
based unit in the computer world, where data 
resides, but is not interpreted, collected and 
analyzed as required in the data processing unit. 
This system is used to archive, question and 
evaluate companies. 

B. Fog Computing Environmental Model 

 In landmark Improving web sites 
performance using edge servers in fog computing 

[22] 
he Fog Computing 

Environmental Model which organizes output using edge 
servers in fog computing architecture. This model is depicted 
in Fig. 2. The whole Fog computing environment has been 
divided into three separate layers: 
 

 
 
   Fig. 2. Fog computer architecture (adapted from [16]) 
 
 

1) Centralized Intelligence: Cloud Computing 
Data Center Cloud may be used for application 
services Hosting, handling. Internet Protocols (IP), 
Multiprotocol Label Switching (MPLS), Quality 
of Service, Multicast, Data Protection, Network 

Services, and Mobile Packet Core functions are the 
responsibility of Core Networking and Services. 

 
2) Distributed Intelligence: Fog Computing 

This layer is the primary edge layer, widely known 
as the It's MultiService Edge. The infrastructure, 
Wi-Fi, Ethernet and Programmable Logic 
Controller (PLC) can be found on this layer 3 G / 
4 G / Long-Term Evolution (LTE). It is like a 
network of fields. 

 
3) Distributed Intelligence: End-Point Computing 

This layer contains a variety of embedded devices, 
objects and sensors. It illustrates how wired and 
wireless networks bind intelligent and less 
intelligent stuff such as the vehicles and the 
computer. 

 

C. Fog Computing Architecture by Joud 
Khattab[21] 

 In August 2017 Joud Khattab launched the Fog Counting 
Model (Fig. 3.). In this approach, as briefly articulated, Fog 
Architecture is divided into seven stages. 

 
Fig. 3. Fog computer architecture by Joud Khattab (adapted from [21]) 

 
 

1) IoT Sensors and Actuators 

IoT sensors and actuators form the lowest 
layer of the architecture [23]. This layer 
is globally dispersed and helps to 
calculate, communicate or add the 
captured value to the next layer via the 
processing gateway. In this layer, IoT 
actuators play an important role, as the 
operation of the IoT process or device is 
their responsibility. They take data and 
translate it to mechanical or electrical 
moments from remote sensors. Actuators 
normally respond to sensor changes in 
ambient aberrations. 

 



 

 

2) Fog Devices 
 The nearest architectural layer consists of a "Fog 

Computer" portal to connect sensors to the Internet, 
border control systems and physical computing devices 
[24]. This layer can handle different modules. 

 
3) Data Generation 

This layer further processes the data 
obtained from different sensors, RFID 
and other IoT products. Some data can be 
used in real time, some of the remaining 
data can be sent to the cloud 
environment. This layer produces a vast 
number of results. 

 
4) Infrastructure Monitoring 
 It monitors resource usage and the availability of sensors, 

actuators and IP networks in this layer. Monitoring and 
managing infrastructure systems and software. The 
tracking part, depending on needs, offers information 
gathered for other resources and applications. 

 
5) Resource Management 
 Resource control is the central layer of Fog architecture. 

It is computer-based components that handle resources 
systematically in such a way that excess resources are 
nearly reduced to nothing. This layer has a reliable, 
programmable interface for smooth hardware 
management and power. API for tracking and managing 
of physical resources such as CPU, Memory, network and 
IoT devices (Generic Application Process Interface). The 
most critical feature of this layer are placing and the 
scheduler elements, as they monitor the status of the 
resources available. 

 
6) Application Model 
 This layer of the Fog architecture is a sensor-controlled 

model in which sensors frequently or eventually publish 
calculated data. The software runs on the Fog system 
subscription and processes sensor data. 

 
7) IoT Applications 

IoT scenarios include health care, processing, 
governance, residential construction, home automation, 
protection for residents and more [25]. 

D. Characteristics of Fog Computing 

Near the end machines are Fog Computing Services. This 
computational paradigm is a big advantage over other 
conventional computing models because of the proximity to 
the terminal computers. Fig. 4 demonstrates some important 
elements. 

 

 
 
Fig. 4. Characteristics of Fog Computing 
 
1) Geographical distribution: Fog has requested a 

broad-based implementation in comparison to the 
more clustered cloud. The Fog will be strongly 
involved in maintaining high-quality streaming by 
proxies along highways and tracks for moving 
vehicles [26]. 

2) Decentralization: The model of fog computation 
is autonomous. No central server is available to 
handle electronic resources and facilities. Fog 
nodes then coordinate themselves and interact in 
order to provide end users with IoT applications in 
real time [27].  

3) Location Awareness: The desire to Fig. out the 
geographical location of an apparatus is location 
consciousness [28]. The fog node is bound to the 
closest fog node, the fog node knows the location 
of the fog client [29]. Site recognition can be used 
for targeted publicity or in an emergency [27]. 

4) Real time interaction: Instead of batch 
processing, fog computers enable real-time 
interaction. Effective time processing involves 
rising reality, gaming and processing of real time 
sources. Fog computing offers rich network 
information, traffic information and status data, 
thanks to the proximity of the edge. 

5) Save Storage Space: Fog Computing is one of the 
best solutions to prevent erroneous or unrelated 
data traveling across the whole network, while 
saving disk space and reducing latency [30]. 

6) Low Larency: The data generated by sensors are 
transmitted to cloud data centers in the cloud and 
IoT ecosystem from IoT devices remotely [31]. 
This triggers end-to - end delays, such as delays in 
the delivery of IoT devices to remotely located data 
center, delays in data processing and delays in 
cloud response to end-user. Hence the high latency 
of cloud computing. The fog computing node is 
next to the IoT system which offers computing 
resources without using the cloud which makes 
decisions based on local data. The latency of 



 

 

response is also even smaller than that of cloud 
computing [32]. 

7) Heterogeneity Support: the Fog Computing 
infrastructure offers machine, storage and 
networking facilities between end devices and 
standard cloud data centers on a network edge that 
are typically but not elite[33]. The building blocks 
Cloud and Fog [34] are computing, storage and 
network tools. 

8) Mobility Support: For certain Fog computing 
applications, accessibility help play a key role in 
enabling direct connectivity with mobile devices 
by using protocols [35]. For example, the 
separation protocol Cisco Locator / ID using a 
distributed directory scheme to distinguish the 
identity of the host from the site 's identity. 

9) Close To The End User : In order to reduce data 
transfer gaps, data should be closer to consumers 
than stored in distant data centres [30]. 

 
 The characteristics of fog computing have good 
advantages over cloud computing. We can see a detailed 
explanation in Table IV. 

TABEL IV. CHARACTERISTICS TABLE OF FOG COMPUTING & CLOUD 
COMPUTING 

Characteristic 
Requirements 

Fog Computing 
 

Cloud Computing 

Architecture Distributed Centralized 
Location awareness Yes No 
Location of node 
 

Within the Internet 
 

At the edge of the 
local network 

Latency Low  High 
Number of nodes Many Few 
Processing power of 
nodes 

Low 
 

Nearly Unlimited 

Distance between 
the client and server 

One hop 
 

Multiple hops 
 

Mobility support Supported Limited 
Data analysis Data in motion Data in rest 
Delay Jitter Low High 
Security Can be defined Undefined 
Attack on data 
enroute 

Very low probability 
 

High probability 
 

Geographical 
distribution 

Distributed 
 

Centralized 
 

Real time 
interactions 

Supported Supported 

Type of last mile 
connectivity 

Wireless 
 

Leased line 
 

Service Access 
 

At the Edge / On 
Handhold Device 

Through Core 
 

Scalability High Average 
Availability High High 
of users/devices Tens of Billions 

 
Tens/Hundreds of 
Millions 

Content Generation Anywhere Central Location 
Content 
Consumption 

Anywhere End Devices 

Software 
Virtualization 
 

User 
Devices/Netowrk 
Equipment 

Central Corporate 
Facilities 
 

V.  ADVANTAGES & DISADVANTAGES OF FOG COMPUTING 

A. Advantages of Fog Computing 

 Some benefits are obtained owing to the variations 
between fog and cloud computing. The benefits are provided 
below. 
1. Scalability is the potential of a network to expand in 

capacity. A network of fog is a flexible network. If 
traffic in one region is too high for the present fog 
nodes to manage, it is easy to position another fog 
node to take off any workload. In addition, nodes 
may be extended to rural areas where coverage has 
traditionally been hard to provide [27]. 

2. Possible Improvement in Privacy As data 
collection takes place at the edge of the network, 
central organizations no longer have to store the 
data. Users are able to take more control of their 
knowledge. Knowledge collection occurs closer to 
the consumers. It is possible to delete information 
that can connect a single person to a piece of data at 
the edge before transmitting it further to the 
centralized agency [27]. 

3. Dependability and Reliability Dependability were 
improved by fog computation in two respects. 
Second, a single body would not be relied on by 
consumers. When it becomes a centralized agency, 
it is possible to use inaccessible fog nodes instead. 
Second, in one region, multiple fog nodes may be 
installed. If one node becomes unable, you can use 
many others instead [36]. 

4. Bandwidth and Storage Reduction Fog nodes will 
filter out unwanted data [27]. Not all the knowledge 
obtained by IoT devices is valuable. The volume of 
data submitted into the cloud would be minimized 
by filtering unwanted data on the edge. The cloud 
will then concentrate on only important details, i.e. 
information that will improve the system 's 
awareness. 

5. Location Awareness and Context Location 
awareness is the ability to determine the 
geographical location of a device [18]. This form of 
data is helpful. It does have privacy issues, though. 
A fog node will know where the geographical 
position of a fog client is since a fog client would 
connect to the nearest fog node. For targeted ads, or 
in an emergency, location recognition may be used. 

6. Data processing in Motion Fog computation has 
the potential to interpret details. In motion, e.g., 
being able to draw real-time conclusions [37]. Cloud 
computing performs batch processing, while a pulse 
of data can be analysed by fog computing. It is 
helpful to be able to evaluate a stream because data 
is most useful right after development. Timing is a 
critical component of the device for many IoT apps 
to work as expected. The initial, record, store and 
analyze process, which is how cloud computing 
operates, does not work well with sensor data. The 
value, right after it is sensed, is the best, and should, 
Therefore, right after formation, examine them. 



 

 

 
B. Disadvantages of Fog Computing 

 
1. Expensive: Fog computing is very expensive when 

the company has to procure machines such as hubs, 
switches, gateways. 

2. Complex system: Fog computing uses multiple 
nodes and is an additional layer in data processing 
and storage systems , making it a very complicated 
computing operation. 

3. Scalability: Cloud is more flexible than Fog. 

VI.  SECURITY THREATS IN FOG COMPUTING 

 Due to centralized data management and programming 
frameworks, cloud infrastructure can be hacked by external 
attackers. Significant cloud storage vendors have 
successively arisen from large-scale data breach incidents, 
such as Google, Amazon, and Yahoo. Cloud protection has 
become an important element that restricts cloud computing 
growth. Fog computing is considered a more reliable 
infrastructure than cloud computing as a non-trivial extension 
of cloud computing for the following reasons: First of all, the 
data gathered is temporarily stored and processed by local fog 
nodes that are nearest to the data source, eliminating reliance 
on an Internet connection. Storage, sharing, and review of 
local data make it impossible for hackers to obtain access to 
user information. Second, there is no longer a real-time 
sharing of information between the system and the server, 
making it impossible for eavesdroppers to discern classified 
information from those users. 
 
 However, it is not possible to render fog computing 
secure. Since it also inherits numerous security threats from 
cloud storage. The following attacks [38] can be launched to 
interrupt fog computing in particular. 
 

 
 
Fig. 6. Security and Privacy Threats in Fog Computing [38] 
 

1) Forgery: In addition to forging their identity and 
accounts, malicious attackers can also create false 
information to deceive other organizations [39]. 
Furthermore, network services including 
bandwidth, storage and power are used too much, 
based on the false data. 

2) Tampering: In order to interrupt fog computing 
and degrade its efficacy, a tampering intruder may 
maliciously decrease, pause, or change the 
transmission of data. Any tampering habits are 
difficult to define, as the state of the wireless 

channel and consumer mobility will result in 
transmission loss and delay. 

3) Spam: Spam data refers to undesirable content, 
including redundant material, fake user data 
created and disseminated by attackers. Spam 
would result in excessive use of network services, 
dishonest social friends, and even leakage of 
privacy. 

4) Sybil: In order to compromise or monitor the 
efficiency of fog computing, Sybil attackers either 
exploit false identities or misuse pseudonyms. For 
example, they might create false crowdsensing 
reports and could not trust the crowdsensing data. 
Furthermore, attackers of Sybil could invade 
private information for legitimate users. 

 
5) Jamming: An intruder purposefully creates a large 

number of false signals to jam communication 
networks or computer facilities [40], so that all 
users are prohibited from regular communication 
and computing. 

6) Eavesdropping: Malicious attackers listen to chat 
networks to intercept packets and read information 
[41]. This form of network attack is very 
successful if the data is not encrypted. 

7) Denial-of-Service: An attacker disrupts the 
resources offered by fog nodes to render them 
inaccessible to its intended users by overwhelming 
the target fog nodes with unwanted requests [42]. 
This attack consumes network bandwidth to block 
legitimate users from reacting to their requests. 
The fog node is very vulnerable to Denial-of - 
Service (DoS ) attacks relative to the cloud, as its 
available resource is small. 

8) Collusion: Two or more individuals collide 
together to cheat, confuse or defraud other legal 
institutions or to achieve an unfair advantage. In 
fog computing, two or more parties can collide to 
improve their attack capabilities, such as multiple 
fog nodes, IoT devices, IoT cloud devices, or fog 
nodes with IoT devices [43]. 

9) Man-in-the-Middle: A manipulative attacker 
stands in the midst of two parties to remotely 
transmit or alter the sharing of data between the 
parties, but both parties assume that they 
communicate directly with each other [44]. 

10) Impersonation: A malicious attacker pretends that 
a real user has access to resources offered by fog 
nodes, or impersonates a real fog node providing 
false or phishing services to users [45]. 
 



 

 

 
 
Fig. 7. Computing Security Threat Model for Fog Computing 

 

 Furthermore, privacy is a key problem in fog computing 
as the personal data of the users is included in the 
compilation, transmission, retrieval and exchange of data. 
Data owners are not prepared to disclose their information to 
others, but the lack of privacy is insignificant. The privacy of 
a user may include four elements, namely, privacy of identity, 
privacy of data, privacy of usage, and privacy of place [46]. 
 
1) Identity Privacy: The user's identity contains the 

name, address, telephone number, visa number, 
license number and public key certificate that can 
be connected to a single user through any details 
[47]. User identities are vulnerable to being 
revealed on the basis of information sent to fog 
nodes for authentication. 

2) Data Privacy: Data from users can be transmitted 
to an untrusted entity when managing and 
transferring fog nodes between two parties [48]. 
Different confidential data, such as consumer 
interest, profession, address, health status, and 
political orientation, can be retrieved by analyzing 
these data. A medical record, for example, shows 
the health status of the patient, and a vote indicates 
the political intent of the electorate. 

3) Usage Privacy: Use Privacy applies specifically to 
the pattern of use used by the customer for the 
services provided by fog nodes. For example, a 
smart meter's readings can show a family's living 
patterns, such as when residents go to sleep and 
when they are not at home, which completely 
breaches the privacy of residents [49]. 

4) Location Privacy: Large apps on mobile devices 
are actually gathering location information for 
consumers. It seems like location privacy is a kind 
of privacy that we have to surrender to enjoy online 
services, such as navigation and location-based 
services [50]. However, the security of the location 
of privacy is also important. From the location 
information gathered, the intruder is able to 
recognize the path, name, points of interest, etc. of 

the user, resulting in the disclosure of the privacy 
of the user. Unfortunately, the positions of users in 
fog computing are difficult to secure. As a user can 
access the resources offered by the closest fog node 
using IoT devices, this fog node can assume that 
this user is close to and far from other fog nodes. 
In addition, if a customer has connections to 
several services provided by fog nodes deployed at 
various locations, the route to fog nodes can be 
revealed. 

 

VII. CURRENT RESEARCH RELATED TO SECURITY IN FOG 

COMPUTING  

 Security is one of the main problems with fog computing. 
One of the most critical problems in the safety field of fog 
computing is the protection of stored data. All data is 
processed in this setting by third parties, which makes data 
protection a major security issue. In this way, it is not possible 
to quickly incorporate conventional security solutions. It is 
recognized that fog computing is operated in a cooperative 
manner via data centers, distributed protocols play a key role 
in ensuring the security of Fog storage systems. Also, nobody 
could be found when the attack happened. It is also not 
possible to detect can files have been compromised. Most of 
the security incidents associated with Fog Computing are 
triggered by typical enemy attacks. In fog regions, where 
gateways operating as fog devices can be compromised or 
replaced with dummy devices, man-in-the-middle attacks 
will become increasingly common.  
  

VIII. CONLUSION & FUTURE WORK 

 An overview of the Fog Computing paradigm was 
introduced in this paper with the aim of resolving some of the 
confusion about Fog Computing and existing cloud-based 
computing. The methodology used to conduct the survey was 
also presented in this paper. The introduction of Fog 
Computing improves its performance and increases the 
efficiency of network resources. Fog Computing is a 
decentralized computer architecture that processes and stores 
data between source and cloud storage communicating via 
wireless radio waves or by wired connection as in the case of 
fiber optics. The concept of the potential of fog computing 
currently attracts many researchers as it brings cloud services 
closer to the end user. This paper presents some of the 
previous work analyzing haze comparisons, Fog 
characteristics, safety and architectural design of the Fog 
network approach. As potential future work, the study of Fog 
Computing is very promising as it encourages the 
technological advancement as such Internet of Things (IoT), 
data analytics and big data as well as wireless sensor 
networking domain. Along the way, the aspect of security is 
definitely crucial not only from technical and technological 
side but also human perspective as users adopting the 
technologies ahead in their daily life routine. 
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