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Abstract Blockchain is decentralized data management
technology developed for financial and non-financial smart
contracts. Its evolved as an enabling transformational technology
adopted across industry vertical domains. Meanwhile, 5G is
mobile network that promises to be 20x more faster than current
technology. Its low latency, more coverage and high data rate add
more benefits to the technology. However, it comes with its own
technical issues related to authentication and resource
management. Integration of 5G with Blockchain technology give
solutions to many such challenges. This paper provides potentials
of Blockchain technology for 5G technology. We present working
of blockchain and its applications in various fields. We also
summarize potentials opportunities with integration of
blockchain and 5G technologies. Finally, we discuss research
challenges of combined technology.

Index TermsClass: Blockchain; 5G technology; Healthcare;
Internet of Things.
I.

I NTRODUCTION

A blockchain is a distributed database, designed to maintain
continuous growing list of ordered records. The records are
commonly known as blocks. All the blocks comprise of link to
previous block and a timestamp, which are resistant to
modification of data, cannot be altered or modified. They are
protected from tampering, revision, and deletion [1]. The
technical definition of blockchain is a collection of records,
transaction of a particular type or contracts between two
parties known as ledger, which can be programmed to trigger
transactions automatically. These contracts are embedded in
digital code and stored in a shared database. All the agreements
are digitally recorded and signature of which in turn identified,
validated, shared and stored to replace intermediates such as
banks, lawyers, and brokers.
The blockchain technology can be successfully applied to
financial as well as non-financial applications. Non-financial
applications include healthcare [2], utilities [3], real estate [4],
Internet of Things, Agriculture, Supply chain management and
government sector [3].
The technology is exploited to replace the trusted intermediator third parties such as banks for financial transactions,
email service providers or it can be social networks which
can be hacked, compromised or manipulated anytime. In the
mean time, the technology operates in decentralized fashion
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gives a provision to verify its digital assets anytime without
compromising the privacy of the data.
One more cutting-edge technology is 5th Generation wireless cellular network. Commonly known as 5G technology. It
is faster, reliable, and able to handle maximum connected
devices than any other existing technology, 20x faster than
current technology. It shows huge impact on accessibility via
connected latest remote applications. Its potential speed and
usage capacity make new future for the world. 5G technology
support various applications of heterogeneous networks and
machines with high quality of services, huge system
throughput and high network capacity. It supports new business
opportunities in several fields such as enterprise, government
regulators, mobile operators, and infrastructure providers. 5G
is known for low latency, more coverage, high data rates and
high processing speed which will be standardized soon.
Meanwhile, technology lacks in resource management,
security challenges, decentralization, and risk of data
interoperability and authentication handover [5], [6]. However,
blockchain is used to authenticate, register, validate transaction
and assets, manage identification in a trusted decentralized
network. The main contribution of this work is:
Brief introduction of blockchain technology, its
working, and applications in various fields.
Brief introduction of 5G technology.
Potential opportunities with integration of blockchain
with 5G networks.
Research challenges and opportunities of blockchain
with 5G technology.
The reminder of this paper is organized as follows. Section
II focuses on working of blockchain by exploring creating a
valid signature and calculating difficulty value. Section III
gives potential applications of blockchain in the field of
Healthcare, Agriculture, Internet of Things and Supply Chain
Management. Section IV discusses requirements of 5G and
how blockchain technology fulfils it. Section V briefs on
research directions and challenges. Finally, paper is concluded
in Section VI with future work.
II. WORKING OF BLOCKCHAIN
Blockchain is chain of blocks, or distributed data structure
where data is shared and replicated among the members of the

to Bobs account. 1 2

Fig. 1. Blocks connected in the form of chains

Identification of Alice and Bob accounts are through
public/ private-key pair. Receivers account is identified by
public key and senders account must be signed with private
key [8]. However, transactions are identified by their double
SHA-256 hash key. Usually, miners gather all the transactions
together, calculate their hashes with current header number
of the blockchain for cryptographic problem. They solve the
problem and create mined block which contains group of all
the transactions present in the calculation. The process of
mining and calculating Merkle root is shown in the Figure
1. Merkle tree is a binary tree in which every leaf node is
a hash of the transaction and the main root node is known
as Merkle root. Let miner M calculates the Merkle root for
the transactions in the block by using block header values.
Suppose S is the Merkle hash (double SHA256 hash) which is
given by,
(1)

Where the block header and
is is the random nonce
value or time stamp,
symbol in the equation denotes
string concatenation. The final value of
is specified with
approximately 64 leading zeros. If it is not 64 leading zeros,
then the value of
is recomputed by updating random nonce
value . Once the mining process is completed, block is
included to the blockchain network. The common steps to
upload a new transaction block into blockchain are:
Step1:
Step2:
Step3:

Fig. 2. Working of Blockchain technology

network. The blocks in the chain follow the singly linked list
structure by storing the hash of the previous block and all the
blocks are connected to each other in the form of chain [7]. The
first block of the chain is called genesis block and has no parent
node.
Each block in blockchain comprises of four major fields as
shown in the Figure 1, a hash of the previous block, Merkle
hash, timestamp, and transactions (smart contracts). Hash
establishes a link between blocks by creating chain of blocks.
As the hash field contains hash of the previous records, change
of an entry leads to change of all subsequent records which is
very difficult to change.
Figure 2 shows working of blockchain in financial transactions. Let Alice and Bob are two entities in the blockchain.
Alice wants to send currency to Bob. The transaction is
represented online as a block. This block is broadcasted to
every node in the network and is recorded in public ledger.
The new block of transaction need to be validated, verified
and approved by miners. Miners are network members who
perform mining process . The valid signature is required to
link the block into chain of previous blocks. Process needs to
ensure two things, Alice owns cryptocurrency required digital
signature verification on the block and Alice has sufficient
cryptocurrency in her account which is verified by checking
Alices personal account by her public key. Now the transaction
is successful and currency is transferred from Alices account

Step4:
Step5:

Generate a public/private key pair.
Hash the new transaction. .
Encrypt the new transaction with private key for
digital signature.
Append the signature with new transaction block.
Place new transaction into blockchain network.

The difficulty is defined as a measurement of how difficult
to find a hash of a given target, where target is a 256-bit
number, leading 32 bits are zeros and remaining are the ones.
The difficulty is calculated by,

(2)

The value of difficulty will increase or decrease depending
on how much time it is taking to find 2016 blocks, which
is directly proportional to network hash rate. When more
computing power is added to the network, more tries are
performed per second, leading to the faster block finding. As
the mining power increases in the network, the blocks would
get faster and faster. Then it is said that difficulty readjusts
automatically for every 2016 blocks.
1

Timestamp is the current time of event, tells the time of the transaction.
is the process of collecting the valid transactions into blocks and
are later added to the network by linking them to the blocks which are accepted
previously through hash signature.
2Mining

Fig. 3. Taxonomy for Blockchain and 5G Technology

III.

BLOCKCHAIN S A PPLICATIONS AND C HALLENGES

There are several applications of blockchain technology. In
this paper some of the typical applications of the blockchain
are summarized in the areas such as Healthcare, Agriculture,
Internet of Things and Supply Chain Management. Applications are shown in the Figure 3.
A. Blockchain in Healthcare

Electronic health records were never designed and maintained in a distributed network as a life time record. Usually
patients leave their medical data across various health centers
or individual providers. Time to time the medical records are
shifted manually from one health center provider to other,
leading to data lose and ease of access as data is stored with
separate providers. Blockchain provides best deployment plans
in healthcare and data science. The most exciting project is
MedRec, to store medical records of the patients [9]. This
is a MIT-Forde project created on blockchain to serve as a
digital history and family medical records. The block (on
blockchain) of family medical record history is created that
can be passed from one generation to other. Researchers,
doctors and public healthcare authorities are the in the system.
The system enables MedRec data economics by supplying big
data to researchers to release metadata. This is the big gift
from network industry to health information technology and
research Integrated Blockchain learning model for health- care
data users provides provisioning of parallel computing.
Medical dataset from various healthcare centers is trained and
smart contract is used for international collaboration using 5G
networks. Blockchain with 5G technology provides security,
privacy, decentralization, lower operational costs, and service
efficiency. The technologies incorporate with Software Defined
Network, cloud and edge computing for better healthcare
facilities.
B. Blockchain in Agriculture

Feng Tian worked on Agri-based supply chain traceability
system [10]. The system is based on blockchain and RFID
technology. The system gathers the data and information from
agri-food supply chain. This system monitors and traces the
safety and quality of agri-food from source to destination. The
trust of the products and logistic industry with the application
cost. The conceptual design of the system is designed as shown
in the Figure 4.

Fig. 4. Framework for agri-food supply using RFID and blockchain

C. Blockchain in Internet of Things

Recently people are monetizing their things by many
applications with the implementation of distributed application
using Internet of Things and blockchain technology [11], [12],
[13]. This facilitates the sharing of electronic devices, buildings
and vehicles with the help of network connectivity and sensors.
These embedded things enable interchange of data among
themselves with the help of Internet. The data can be shared
without the trusted third party. The applications are shared in a
decentralized peer-to-peer (P2P) network to embed a
blockchain technology in IoT industry [14]. Stock.it is a
combined application of IoT and blockchain, where Ethereum
system is the IoT device that grants access to the code, acts
as an interface between universal sharing network and the
physical world. 3 4 Integration of Blockchain with 5G has
lots of applications in Internet of Things technology. In fact,
IoT devices are predicted exponentially more connections by
2025. In such situation 5G networks provide link connection
with low latency and high data rates.
D. Blockchain in supply chain management system

Blockchain ensures security, trust and transparency in supply chain management with global facilities such as tracking,
transfer and payment. The main goal is end-to-end tracking
solution. Blockfreight is supply chain management with
blockchain technology, which gives solution for international
trade while sea shipping and national trade while truckload
shipping. The three major fields that include blockchain technology in supply chain are traceability, smart contracts and safe
transactions. In food sector, origin of goods and ingredients are
the essential factors for trustworthy business.
The main challenge process of traceability is automated
and accelerated by blockchain technology with tracking system
3
Ethereum system is the Internet of Things device that grants access to the
lock. The work is conducted on the agri-food such as fruits and vegetables,
and meat. RFID technology helps in data acquisition and processing, warehousing, logistics and marketing. The system enables food safety and quality
supervision.
4 USN is the universal decentralized autonomous application that runs on
the Ethereum platform to unlock the smart lock.

Fig. 6. Requirements of 5G

Fig. 5. Areas across which Blockchain enables IoT

such as RFID. Potential applications are tracking of quantity
and transfer of materials from manufactures to customers, the
technique is smart tendering. Electronic contracts on automated
actions are the added advantage for supply chain management.
These smart contracts automatically execute payment system
in case of on time delivery by executing fully automated order
calls in multi stakeholder contracts. The existing technology is
ERP based private clouds. With a valid timestamp, blockchain
technology tracks the journey of data such as shipping documents, confidential business documents and order confirmations. The main objective is for getting reliable and transparent
documentation of transactions, communication between manufactures to customers (end-to-end communication). In fact,
best role is by focusing specifically on payments and invoice
IV.

BLOCKCHAIN

FOR

5G

TECHNOLOGY

Currently, 5G data traffic is showing rapid growth in dayto-day activities, such as increased usage of smart phone
devices, laptops with embedded SIM cards, YouTube down
streaming, NetFlix usage, social cloud platforms, 5G targets
to support enhanced mobile broadband low latency, massive
machine type communication, high quality of service, system
throughput and network capacity. 5G cellular networks provide
immediate impacts on business stake holders and customers.
It promises for revolutionizing global industries by providing
advanced and customized user centric values. The main objective is meeting the rapidly growing demands of emerging
services by enabling human/machine interconnections.
However, rapid growth of 5G networks face security issues and conventional methods are not sufficient to handle
security challenges. It has its own technical issues in repeated authentication handover, resource management which
leads to increased latency and delay. Meanwhile, Blockchain
technology enables transformational and disruptive technology
by adopting industry domains. Main features of blockchain
include registration, validating transactions and assets, interaction governing, managing identification by recording data.
Blockchain combined with Software defined networks remove
reauthentication of repeated handover in heterogenous networks by accessing minimum delay [15].

In this section we explain the integration of blockchain and
5G network. Figure 6 Shows the components involved in fulfilling the requirements of 5G using blockchain. It has evolved
as a boon to 5G technology by proving efficient service to users
as well as network. The most powerful mobile resources such
as computation, bandwidth, memory, and storage are growing
rapidly by increasing network complexity in terms of resource
management. Handling such issues in mobile service is critical challenge. However, blockchain is efficient technology to
solve these issues by enabling distributed resource allocation
schemes.
Strong data sharing capacity of 5G to cope up with high
user demands is still under research. Blockchain provides
features such as traceability, transparency and immutability to
improve efficiency of data sharing. Added requirement of 5G
is network virtualization of wireless network. This provides
coverage, energy efficiency and capability of network.
Blockchain providing immutability secures wireless networks.
In 5G, edge computing, parallel computing, cloud computing
and fog computing play significant role to improve quality of
service and increased computing capabilities. 5G is suffering
from security and privacy issues such as data sharing privacy,
end to end data privacy, and trust issues. Blockchain with
decentralization and trust capability solves such issues [16].
V.

RESEARCH DIRECTIONS AND OPEN ISSUES

Due to emerging technology block has multiple challenges
in scalability. Day by day there is a rapid growth in number of
transactions, by making the blockchain heavy. Current Bitcoin
storage is more than 100 GB [17]. Number of transactions
processed per second is nearly 7 transactions which indicates
the time of processing of millions of transactions is far more to
imagine. One more scalability problem is capacity of the block
is very small. The delay in processing leads to high minor fee.
The problems are proposed with two type of solutions which
are storage optimization of blockchain [18] and redesigning
the architecture of blockchain [19], [20].
Blockchain transactions cannot guarantee security and privacy since value of all transactions (public key) is publicly
visible. In the network node trust over 51% computing power
is accepted, but it is not 100% sure that the node is blocked
in the blockchain, miners may delay it for private charging.
Integration of 5G with blockchain technology is still its
infant stage. Many researchers are working to overcome the
challenges of 5G by integrating blockchain technology research with new features such as decentralization and security.

However, there are still several critical issues that need to be
resolved. There is lack of infrastructure, standardization, and
regulations in current 5G blockchain system. It is difficult to
adopt 5G with blockchain with any standardization. One of the
major promises of 5G is high throughput. And blockchain has
lower throughput and long queuing time.
On the other hand, if 5G network using Internet of Things
devices, they generate huge data with that ultra-dense network
of 5G have limited resource. This leads to issues such as data
storage, resource management and data sharing by increasing
computation burden. Blockchain requires high computation
cost, high bandwidth, high mining power but current network
is computationally expensive because maximum computation
power is used by miners (When new block is created, miners
run mining puzzles on it to approve the block. This utilizes
maximum computation power). Still network is suffering from
latency, bandwidth demands, energy consumption and network
congestion [16]. The combined technology has opened various
challenges to both academicians as well as industrialist and
motivates them to work on several issues like this. The research
is still in its early stage and has provided wide scope for
research.
VI.

CONCLUSION

AND
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